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The Pentagon has designated Anthropic a supply chain risk. It has

ordered that no contractor, supplier or partner doing business with

the U.S. military conduct any commercial activity with Anthropic.

This may prompt a significant ripple effect in the industry. The

recent dynamics highlight the necessity for building contractual

and operational resilience as AI vendors face increasing

geopolitical and regulatory scrutiny.

Anthropic-Pentagon Talks Signal New Era in AI Ethics and Security

Claude is extensively deployed across the U.S. Department of War and other national

security agencies for mission-critical applications, such as intelligence analysis, modeling

and simulation, operational planning, cyber operations, and more. For example, the U.S.

military used Anthropic’s Claude AI models to analyze intelligence and process satellite

images during the operation to capture former Venezuelan President Nicolas Maduro. 1

Anthropic and the Pentagon have been in ongoing discussions about the terms of use for

Claude in military operations. Anthropic has maintained a firm stance against its AI being

used for mass surveillance of Americans or in fully autonomous weapons systems, while

the Pentagon would like to remove these restrictions to allow for military operations.
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This incident serves as a broader stress test for the evolving

balance of global influence. It goes beyond a single agreement,

highlighting a clash between corporate responsibility, national

security imperatives and an emerging world order shaped by

sovereign AI. Technology leaders should prioritize centralized data

and AI controls and build flexible systems that can quickly switch

providers to stay resilient amid regulatory and geopolitical shifts.

Notably, OpenAI has already agreed to allow use for unclassified activities and is open to

intelligence work and battlefield missions under lawful terms. As of mid-January, xAI’s

Grok continues to expand its integration into both unclassified and classified Pentagon

networks. 2

On 26 February, Anthropic officially released a statement including these key take-

aways: 3

On 27 February, the administration ordered federal agencies and contractors that work

with the military to immediately cease business with Anthropic. Some government

agencies, including the Pentagon, have six months to phase out use of Anthropic’s

products. 4

As a result, Anthropic may lose its government contract and access to commercial

partners that do business with the Pentagon. This could have a significant ripple effect,

as major providers such as AWS and Palantir, which hold billions in military contracts,

may need to reassess their relationships with Anthropic.

Anthropic has never raised objections to particular military operations nor attempted

to limit use of their technology in an ad hoc manner.

■

However, Anthropic’s CEO states that some uses are also simply outside the bounds

of what today’s technology can safely and reliably do — specifically, mass domestic

surveillance and fully autonomous weapons.

■
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It’s important to note that this designation is typically reserved for non-U.S.-owned entities

whose products or services could enable an adversary to sabotage, subvert or degrade

critical systems. Applying it to a U.S. company like Anthropic is unprecedented,

particularly since the issue centers on refusal to remove certain guardrails, not a specific

security incident.

The Pentagon invoking the U.S. Defense Production Act (DPA) could compel Anthropic to

lift current restrictions on the use of its model, regardless of the current contract terms to

the contrary, as the DPA allows the U.S. government emergency authority to take control

of critical private-sector assets under certain circumstances. These include ensuring the

availability of industrial resources and services for national security and defense (e.g.,

military, energy and emergency preparedness activities). 5

However, triggering the DPA is not a fait accompli as it is subject to the Pentagon

defending its extension to the current situation, alongside objection by Anthropic and

others, including that the new terms cannot reliably be performed.

While the risk designation and/or invoking the DPA are seemingly inconsistent — the

former requiring a security risk and the latter being essential to security — they are fact-

based strategic levers, enabling both sides to position applicability/nonapplicability and

strengthen or prolong negotiations.

A possible compromise could involve Anthropic providing a defense-specific, isolated and

secure version of Claude, allowing lawful use while maintaining transparency and human-

in-the-loop oversight. This could set a precedent for how AI labs balance private ethics

with government requirements.

Implications for IT Leaders

No single AI vendor is too big to fail. Organizations should ensure they can swap out

models without disrupting operations. Commercial clients with federal revenue streams

will have to choose between Anthropic and government contracts.

As a best practice, all organizations should decouple applications from specific AI

providers — such as Anthropic, Google or OpenAI — using LLM gateways, abstraction

layers or platform choices that enable switching models with minimal disruption. This

reduces vendor lock-in and mitigates risk as the AI landscape evolves.
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Implications for IT Sourcing and Procurement

The recent dynamics with Anthropic highlight the necessity for building contractual and

operational resilience as AI vendors face increasing geopolitical and regulatory scrutiny.

For procurement and sourcing leaders, ensure contracts allow for immediate termination

without penalty if a risk designation occurs. Include regulatory contingencies in AI service

agreements to protect organizational interests.

Start with contracts that include strong termination and contingency clauses, enabling

immediate exit without penalty if a vendor receives a government-imposed supply chain

risk designation or restriction.

IT sourcing, procurement and vendor management must require data portability,

multimodel evaluation and vendor lock-in protections to avoid dependence on a single AI

provider. Vendor risk assessments should expand to cover geopolitical exposure, federal

revenue dependence and compliance vulnerabilities, ensuring risks are understood and

documented well before any disruption. This will also provide resilience against the

effects of direct or indirect DPA invocation. Regarding these topics, leaders responsible

for IT sourcing and procurement should collaborate with their legal counsel on contract

strategy.

By strengthening contracts and improving vendor intelligence, IT sourcing and

procurement leaders can keep the organization compliant, avoid operational disruption

and maintain both control and strategic flexibility in an increasingly geopolitically volatile

AI landscape.
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